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Abstract

How do we better secure remote endpoints for both computers owned by the corporation and owned by the employees? How do
we train and oversee the human factor in cybersecurity and address risks of employees’ online behavior when they work from
home? How do the above 2 points change the role of the CISO and the need for new levels of organizational authority? How can
the CISO be successful in a cross matrix — dual reporting relationship situation? Finally, given the cybersecurity risk to critical
infrastructure and that most of the critical infrastructure is owned by the private sector, should NIST also publish guidelines for
the design of the CISO role just as they have done with the role of the cyber security analyst via the NIST NICE framework?
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I. INTRODUCTION

The societal shift caused by the COVID 19 outbreak caused a global impact including critical
infrastructures. The suggestions from this study provided a unique new way to consider telework and remote
computing as a requirement for future employees and added new considerations for the information security roles
within organizations. Although policies are made to manage programs by providing a framework for governance,
identifying, and treating risk, and defining compliance [1], future policies should be aimed to not only manage the
program but increase its chances of success and growth when changes come.

Il. PROBLEM STATEMENT

The problem is that a new security challenge has emerged for today’s cybersecurity leaders. In the post
covid-19 era the dynamic of work has changed across the nation with many employees now working from home.
Unlike the controlled environment that existed when employees worked from the office, the work from home
employee presents a challenge with the security of the end point computers they are working on. Organizational
leaders must develop new methods to maintain visibility of all devices connected to their network and to have
strategies to secure them. Organizational leaders have always been challenged with adapting their organizations to
changes in the environment. In the post Covid 19 era, one of the changes to the business environment is migration
from office work to working from home. Prior to the Pandemic, only 7% of workers nationwide enjoyed the benefit
of telework in contrast to 71% in the post Covid era [2]. With these new workforce characteristics, corporate
cybersecurity leaders must acknowledge the change in how workers access network resources and adapt their
security strategy to accommodate this change.

I11. BYOD CONSTRAINTS, RESPONSIBILITIES, AND LIMITATIONS

To better identify the major themes considered in studying information security, it is crucial to think about
how the industry-leading professional entities have divided the areas of concerns for cybersecurity. From this
viewpoint, reference [3] outlined several security domains. Understanding these domains provides an idea of the



elements of information security that should be considered when drafting any policy that has the ultimate objective
of strengthening the organization's security posture. When considering BYOD technology information security
implications, these domains will come into play, from asset management to governance and risk management. All
domains should be considered in evaluating the extent of the BYOD solution in affecting an organization's
information security.

Since the success of any solution comes primarily from the response of the workforce towards the benefits
and ease of use of the solution or its “appeal” to use as presented by the CISOs and similar stakeholders, and as
explained under the Unified Theory of Acceptance and Use of Technology (UTAUT) [4]. Veiga and Eloff explained
the aspects that relate to information security governance [5], offering a new framework on the governance of
information systems management. Veiga and Eloff explained the main objectives for information security programs,
including protecting, safeguarding information, and ensuring the CIA triad: confidentiality, integrity, availability.
This document provided starting points to probe while conducting the interviews that were planned for this study.

Information security academic research in the present era has presented advantages, disadvantages, and
challenges [6]. The advantages that have emerged relate to the abundance of research material and extensive studies
in information security [7]. Knowledge databases on the topic are more readily available, including the plethora of
cybersecurity vulnerability databases (National Vulnerability Database - NVD, National Institute for Standards and
Technology - NIST and similar). Tech Giants periodic Reports such as Gartner, Verizon, and similar. The
disadvantages related to research into information security are generally the rate of advancements in information
security technologies, making the relevance of studies harder to accept and validate. Often, research is irrelevant by
the time a study is published. In other words, by the time the research is completed on a certain topic, the technology
advances and that topic becomes obsolete. Researchers may relate old research to support their claims; however, the
cited facts of the study could simply be no longer relevant to the actual capabilities of the studied IT solution. In the
case of BYOD technology, its capabilities, risks, span, and scope have morphed throughout the years, where some
risks have been resolved, others have been added, especially the risks related to end-users’ behaviors, including risks
related to cloud services [8].

IV. BYOD OVERVIEW AND BENEFITS

BYOD technology has been adopted worldwide because of its benefits to employees and organizations [9].
“BYOD can be described as the usage of personally owned devices for work purposes by employees” [10].
According to [11], the objective of BYOD solutions is to allow access to organization platforms and tools, such as
productivity applications, email, and databases to access and manipulate organizational information. Because of the
global connectivity made possible by the Internet, organizations involved in smartphone manufacturing and
applications development have also designed solutions within the guidelines of government regulations. Generally,
governments must negotiate technical specifications locally and then often within cross-border treaties [12]. One of
the latest guidelines with global impact has been the European Union’s General Data Protection Regulation (GDPR)
[13], which are laws and articles drafted by European countries to protect their citizens’ privacy.

Cyber-attacks are generally low cost and difficult to trace, giving “state actors the perfect venue to engage
in malicious activity without fear of attribution or retribution” (Tran, 2018, p. 381, para. 1). This ease of execution,
along with the global aspects of government BYOD solutions, make governments more prone to being targeted by
ever-evolving cyber-attacks, particularly “state-sponsored cyber-attacks, since they have the potential of causing
significant and wide-ranging harm across a number of critical areas” [14]. A few of the most famous state-sponsored
attacks include Stuxnet (attack on a nuclear infrastructure), the Sony hack (attack on a commercial tech giant), the
Estonia DDOS attack (attack on a government infrastructure), and the Mirai botnet attack (attack on the Internet
infrastructure itself). These new global security aspects and a heavier reliance on mobile technologies make the
capabilities of the BYOD technology more important to study in an effort to draft a more effective policy
framework.



V. BYOD ADVANTAGES AND DISADVANTAGES TO THE EMPLOYEE

According to reference [15], employees are more comfortable and generally more satisfied when they can
use devices and software or mobile applications that they are most accustomed to from anywhere. In addition,
employees do not see working from their own devices as “work”, which makes managers appreciate BYOD
solutions, since they can see the performance of their employees go beyond paid working hours [16]. [17] outlined a
plethora of challenges when implementing a BYOD program. Privacy is a disadvantage for the employee, since not
only organization data privacy but the employee’s data have to be safeguarded [18]. Another area of concern is the
awareness of privacy self-protection [19], especially since employees are left to ensure the security of their own
devices [20]. In addition, the blurred boundaries between personal and work data constitutes a privacy risk to the
employee due to intermixed data accessible by the organization, and a security risk for the organization either
through “data loss, loss of control, and violations of industry regulations” page 28 or [17].

VI. BYOD BENEFITS TO THE ORGANIZATION

In an age of fierce competition, organizations focus more on process improvement initiatives that have
evolved over the years to Total Quality Management (TQM), Six Sigma, Lean, and finally Lean Six Sigma
processes. The ultimate goal of these processes is to “improve a company’s operational performance, processes,
business practices, and operational support systems” page 1 of [21]. These process improvements or innovations are
vital for an organization’s survival [22]. Increased innovation is one of the benefits of using the BYOD technology,
as inferred in a study completed by Koffer, Anlauf, Ortbach, & Niehaves [23], where 486 European employees from
large-sized companies were surveyed. The results showed that allowing the use of privately-owned IT assets exerts a
positive effect on the employee’s innovation behaviors. [23] inferred the same regarding BYOD strategies,
suggesting that diffusion of consumer IT within the enterprise promotes innovation in the organization. As an IT
solution, the use of privately-owned devices for work can have many unintended negative consequences for the
organization. For example, end-users and managers could engage in IT consumerization, or what is known as
shadow IT, without involving the organization in the decision-making process [24].

VII. BYOD CHALLENGES AND RISK MANAGEMENT

Despite the brilliant efforts of software developers to protect information, their work is often matched by
the cleverness of codebreakers as explained by Ekert and Renner in [25], the authors added that although RSA, the
most utilized public-key cryptographic system, is extremely hard to break, the system will become insecure when
technology produces the first quantum computer. The same will be the fate of many other public-key cryptosystems.
This concern indicates the continuous risks to organizations, not only to internal information security strength but
how risky the use of uncontrolled and unmanaged devices allowed to access the organization's information systems.
These worries should lead organizations to establish several mitigation strategies, including security awareness [26].

Additional risks are related to strict adherence to the use of consumer devices. These stringent policies
could lead to security holes since users will always find a way to bypass organizational guidelines [27]-[28]. This
aspect is particularly important when dealing with life-threatening considerations, as is the case in the military. [27]
reported an incident where a U.S. Army Captain “developed a smartphone application for the use in the battlefield
faster than every organizational development initiative from US military could have done it” (p. 206, para. 8).
Although this solution, reported in [27] to be better than the government could have imagined, would still have to
overcome the outdated policies in place, which they would have affected its legitimacy as a consumer solution.

Other risks include the ease to deploy malware on mobile devices enrolled in the BYOD program. Such
malware could communicate with military Command and Control sites, avoiding organizational security safeguards.
A prominent threat intelligent report showed that Android devices had seen 31% increase in malware attacks
between 2017 and 2018 [29]. Deception could be the weapon of choice to exploit some of the features of mobile
devices. Android, for example, builds part of its security on the “permission restricted access model”. This concern
means application developers would have to abide by the rules of disclosing what permissions their application
needs when being installed on an Android device. However, unscrupulous developers could take advantage of this
feature and request more permissions than what they need. These malicious applications are termed “over-privileged



applications” [30]. The device itself could be a source of concern when it is lost, stolen, or when targeted by a
hacker aiming to gain access to controlled information. In addition, policy violations could cause weaknesses that
could be exploited by third parties with criminal intent [31]-[32].

VIII. PRIVACY CONCERNS

Reference [33] stated that “very few papers on privacy mechanisms consider the private data over the
untrusted network aspect”. The authors discussed the latest ways to preserve privacy, including the many high-end
solutions used for Android platforms with the aim to “give visibility to the device users over how their sensitive data
is handled” or to allow users to mask or hide their private data, such as their location, contact lists, and photos and
personal information through traffic monitoring technologies.

IX. FEASIBILITY AND IMPLEMENTATION

[34] reported on a study where 315 security professionals, working for organizations of 1,000 employees and up,
were asked about their difficulties concerning mobile security. The data revealed that users needed the technology to
stay productive, yet there was no lack of challenges when implementing the BYOD technologies. The respondents
to the study revealed the main problems were:

. 48%: "Enforcing security policies for mobile devices"

. 46%: "Lost or stolen devices containing sensitive data"

. 46%: “Sensitive data confidentiality and integrity protection when accessed or stored on a mobile device"
. 41%: "Threat management on a mobile device"

. 41%: "Supporting new device types”

. 40%: "Creating security policies for mobile devices™ (para. 3)

The same study also revealed that security vendors needed to think broadly about solutions that would
encompass all challenges, such as mobile device management (MDM), data loss prevention (DLP), anti-malware
solutions, education, managed services, and professional service for mobile device security.

X. GOVERNANCE AND POLICIES

Reference [23] suggested a comprehensive approach to drafting a BYOD policy. The policy is divided into
three groups: The operational layer, tactical layer, and strategic layer. Some milestones are being shared between
layers. For example, the identification and access control policy is in between the operational and the tactical layer.
Many other professional entities have tried to create templates for BYOD policies [35].

For governments, mobile devices will be predominately used for work, meaning that Bring Your Own
Device programs will be even more important for governments, businesses, and organizations alike, including the
military, as indicated in [36] and further explained [37], which addresses the use of personally owned computers on
unclassified USDOD systems and networks. Compared to the private sector, the public sector has not been taking
full advantages from IT consumerization. A study was reported showing that 45% of employees in the private sector
have the autonomy to choose IT on their own versus 32% in the public sector [28].

Reference [36] also introduced in its strategy the meaning of a secure mobile framework or SMF that
enables the organization to identify mobile device requirements. The framework also outlines why this strategy is
significant for the organization and its information security posture. This strategy is also of important for the present
study because it relates matters of primary concern for the BYOD program. These elements will be considered when
analyzing the entire system to understand the perceived controls when establishing this research theoretical
framework and aligning it with the revealed themes of the study.



XIl. EMPLOYEE COMPLIANCE WITH BYOD POLICIES

Many studies have been done with the aim of outlining the possible solutions to align information security
protections and the needed BYOD policies. Reference [38] reported that organizations should be able to prioritize
and control the resources and information accessed by employees via BYOD solutions when they enact BYOD
information security policies. The same outcome was supported by [39]. As previously outlined, the success of the
BYOD program relies heavily on the level of satisfaction employees expect from it [40]. This satisfaction is
however influenced by how detailed and clear the requirements definitions when relating the information security
policies to end-users [41]. However, many policies cause the opposite effects on employees when requirements
become more of a stressful obligation that the end-users must comply and cope with [42].

XII. ORGANIZATION BYOD POLICY ENFORCEMENT

Information security mobile application and device policies are only effective if they are enforced to the
point that they are not ignored, they are respected, and, finally, complied with [17]-[43]. The goal is to safeguard
information against leakage, spillage, or by causing data breaches. [44] talked about the unrealistic optimism on
information security management, this study also outlined the phenomena that increase vulnerability to information
breaches. Surveying managers in information security, Rhee and the authors in this study found that these
vulnerabilities are linked to the lack of managerial commitment and awareness to consider information security
threats at every level of information management.

XIII. THE NEED FOR BYOD POLICY FRAMEWORKS

Understanding this framework can give an insight into the elements to focus on when planning for
implementing a BYOD policy-specific framework. The NIST cybersecurity framework has three components: 1.
Implementation tiers; 2. Framework core; and 3. Profiles. The tiers component (four parts) shows at what stage the
organization is when it comes to its rigor to achieve information security (Tier 1 - Partial, Tier 2 - Risk-informed,
Tier 3 - Repeatable, and Tier 4 - Adaptive) [45]. The framework core identifies functions, categories, and
subcategories to be managed by all levels of the organization. The high-level functions are designed to identify,
protect, detect, respond, and recover. The categories and their subcategories are illustrated in Figure 1 also
illustrated in [45].

Function Category ID

Asset Management ID.AM

What processes and Business Environment ID.BE

Governance ID.GV

assets need Risk Assessment ID.RA
protection?

Risk Management Strategy ID.RM

Access Control PR.AC

Awareness and Training PR.AT

Data Security PR.DS

What safeguards are
available?

Information Protection Processes & Procedures| PR.IP

Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE

What techniques can

. e . . Detect [Security Continuous Monitoring DE.CM
identify incidents?

Detection Processes DE.DP
Response Planning RS.RP
What techniques can Communications RS.CO
contain impacts of Analysis RS.AN
incidents? Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

What techniques can
restore capabilities?

Figure 1. Functions and Categories NIST Cybersecurity Framework Core Component



Note. Adapted from National Institute of Standards and Technology, “Functions and Categories and an Example of
NIST Cybersecurity Framework Core Component”. [Online]. Available:
https://csrc.nist.gov/ICSRC/media/Presentations/Cybersecurity-Framework-Overview/images-
media/NIST%20CSF%200verview.pdf

As mentioned above, [31] had suggested a BYOD policy framework with three layers: operational, tactical,
and strategic layers. The current study has per aim to draft a more comprehensive BYOD policy framework that
considers not only these three layers but also any layers that stem from assessing the users use of technology and the
possible resistance or appeal they have for mobile or remote access via privately owned devices. The scientific
method used is assessment via a qualitative study conducted through interviews of a population sample of 250 users.

Theoretical Foundation: The prominent theory that was the basis for this present study is the
Unified Theory of Acceptance and Use of Technology (UTAUT) [46]. This theory is the most widely
used model to study the reasons behind certain behaviors of accepting or denying a certain technology.
This model is based on four constructs:

Performance Expectancy: What benefits would the user expect from using this new technology?
Effort Expectancy: How easy would this technology be to use by the consumers and end-users?

Social Influence: The perception of an end-user as to how a certain technology is seen by others as useful
and appealing.

Facilitating Conditions: The perceptions of end-users of the available resources or support to use the said
technology.

Understanding the UTAUT constructs related to the present study gives a fundamental view of the aspects
that could engage or disengage end-users from enrolling in the BYOD program in this proposed solution.

The open-ended question used during the participant interviews sessions were selected as a starting point
for conversation, to gauge the participant's understanding of the question, and ultimately excite the
participant's thinking and insight.

Understanding the UTAUT constructs related to the present study provided guidance in participant
engagement during the interviews.

Study Findings: the ranking of themes revealed in this study following the UTAUT elements is provided

below:
Ranking of Themes by UTAUT Elements.
Rate

Revealed Themes M entioned
Effort E xpectancy (EE) Convenience 16%
Performance Expectancy (PE) |Data Security 15%
Performance Expectancy (PE) |State Information Security %
Performance Expectancy (PE) |Protection of Privacy %
Effort Expectancy (EE) Ease of use %6
Facilitacing Conditions (FC) | Trusting the Organization Culture of Perfection 5%
Facilitating Conditions (FC)  |Risks to the Organization 3%|
Facilitating Conditions (FC) | Cost of Non-Compliance / Legal Concerns 3%)
Facilitating Conditions (FC)  |Risks to the Member 3%
Performance Expectancy (PE) Productivity 2%
[Perfornance Expectarey ®E) [Mobile Appfications Dermissions | 2=
Social Influence (SI) Reviews 2%|
Facilitating Conditions FC) | Organization Fumished Equipment 2%
Facilitating Conditions (FC) | Two phones in one 2%
Facilitating Conditions (FC) | A dvanced Collaboration Tools 2%
Facilitating Conditions (FC) | Awareness Training (all Forms) 2%
Social Influence (ST) Organization Culture 1)




Note: Results of the Study Conducted by EL Gbouri (2021) using the UTAUT construct to assess the acceptance of
the BYOD technology. Other themes were revealed but at very low rates of appearance in the study interviews.

Upon further analysis of the study finding the UTAUT elements were ranked as follows:

UTAUT Element % of revealed | Rank
Themes
Performance Expectancy 36.66% 1st
Facilitating Conditions 32.66% 2nd
Effort Expectancy 24.66% 3rd
Saocial Influence 6% 4th

57% of the revealed themes were in the "facilitating conditions™ category, and 43% were in the rest of the
categories combined. Within the facilitating conditions,” the most dominant theme was "trusting the organization
culture of perfection™.

A Newly proposed BYOD framework: The use of the UTAUT model as the underlying basis for
developing this study revealed important insights related to end user acceptance. As an example, if the theme
"trusting the organization culture of perfection™ is considered by the organization and a mitigation strategy is
implemented early enough in the process, the BYOD enrollment rate could be higher. The policy where this theme
could be implemented is during the onboarding policy. This consideration drives the necessity to add a new layer
before the operational layer where onboarding resides. Other considerations for end user acceptance or disapproval
of the program could include a way to validate prerequisites for enrolling into the program or ways to validate the
end-user's commitment to data protection, abiding by the business rules, and having a proven record of respecting
the company rules and policies via agreements and even extenuating circumstances agreements, as could be the case
during an unexpected pandemic for example where all employees had no choice but to telework. These agreements
should be signed during the onboarding process.

When a new employee joins the organization, they get enrolled into an indoctrination course. This is an
orientation course that combines a set of rules and a clear explanation of the organization's culture and its
commitments to excellence and perfection. This new layer could be called "The Indoctrination Layer".

The proposed modified BYOD Policy Framework is shown below.

BYOD Policies Framework

Operational layver
User/Technology'Org.
Culture+Gudance+FRules
Considerations
Indoctrination layer Tactical Layer
User/Technology/Org.
Uszer Considerations Culture+HGuidance+Rules
teractions and managem ent
Strategic Laver

Maintenance and Monitoring




XIV. BYOD VS REMOTE ACCESS

Although the two terms may seem interchangeable, BYOD and remote access are not the same. The word
“bring” your own device suggests the user is bringing his device to work, but lately with the COVID 19 Challenges,
Users have been staying at home. So, it is more accurate to relate to their work model as a remote access rather than
a BYOD access. Regardless of the type of access, both BYOD and remote access present crucial challenges to
overcome.

Multiple factors are to be considered such as:

. Organization information security strategy: top-down or bottom up?

. Leadership support to the CISO strategic planning, agile or solely predictive

. Governance and human resources, flexibility, or rigidity.

. Policies and regulations enforcement.

. End Point security, private device security, BYOD security, Security as a service (SAS).
. End user awareness and training.

Many strategies have been implemented to move the U.S. Government towards Zero Trust Cybersecurity
Principles as an effort to comply with the directives of the Executive Order 14028 “Improving the Nation’s
Security” [47]; such as the Office of Managements and Budget’s (OMB) “Federal Zero Trust Strategy” [48], the
Cybersecurity and Infrastructure Security Agency (CISA) developed “Zero Trust Maturity Model” [49], and the
CISA Cloud Security “Technical Reference Architecture” (TRA) [50], This new adaptability mindset clearly
explained in the executive order 14028 in the next paragraph, dictates the importance of the mentioned stakeholders
in adapting and finding new ways to maintain the national security protected. The current business continuity
challenges facing the nation coming out of a multiple years pandemic makes this clause all too valuable and ease the
inherent vulnerabilities of BYOD or, as some call "bring your own danger" [51]

XV. NIST IMPACT ON REMOTE ACCESS

Organizational leaders can embrace the NIST cybersecurity framework [52] as a guide in addressing the new
workforce challenges of managing remote access for a large volume of employees. The following steps represent
the necessary actions that may be taken to assess and triage the organizations cybersecurity infrastructure and adapt
its security posture to address the emerging risks of remote access.

1. Triage and prioritize immediate action: When a key executive such as a Chief Information Security
Officers (CISO) exits an organization, the new CISO should begin their duties by planning and conducting an
assessment of the organizations state of cybersecurity. The NIST Cybersecurity Framework can serve as a useful
structure for this assessment. To begin the assessment, a team of organizational subject matter experts should be
assembled to include representatives from the current cyber security team, information technology and network
administration team as well as human resources and physical security. The initial assessment should identify the
highest risks areas and triage any significant risk exposures such as terminating user accounts for employees that are
no longer associated with the organization, updating system patches and forcing password changes where
appropriate. The goal of this phase is to produce a high level — critical risk score card, identify the most significant
risk exposure and take immediate action to remediate significant risk exposure.

2. Establish a steering committee:

At the completion of the initial risk assessment and with the mitigation of significant risks, the CISO can
then begin to look at the long-term sustainability of their overall cybersecurity program. The establishment of a
steering committee can help to assure that a cross function team of subject matter experts and key stakeholders is



assembled and have a voice in providing strategic guidance to the organization’s cybersecurity program. Potential
steering committee members could include representatives of operations, finance, human resources, and information
technology. The steering committee should be created with a written charter and have scheduled routine meetings.

3. Conduct an extensive risk assessment and IT Asset Inventory: Once established, the steering committee
can oversee the creation of an IT asset inventory, the conduct of a penetration test and vulnerability assessment and
a complete risk assessment producing the organizations baseline assessment. This baseline assessment will include
the core elements of the NIST Cybersecurity framework to Identify, Protect, Detect, and Respond and Recover [52].
The CSC Top 20 controls will also be referenced as part of the organizations assessment of internal controls [40].
Once risk has been inventoried and prioritized long term mitigation strategies can be implemented and an inventory
of critical cybersecurity controls can be created and added to the organizations internal audit process to assure
sustainability of the cybersecurity program.

4, Develop a prioritized risk mitigation plan: The process of risk management is to inventory existing risk,
manage current risk and serve as a platform for the assessment of risk as the organization changes. The effective
prioritization of risk helps assure prudent financial management and aids in the cost/benefit analysis needed to
support cybersecurity investment. CISO’s should select a risk management tool to support the risk assessment
process. The Failure Modes Effects Analysis (FMEA) [53] spreadsheet is a tool that can be used as the organizations
risk register and will serve as the central location of documented risks, their ranking based on their level of impact
on the organization, their probability of occurrence, and the strength/weakness of existing controls. Risks will be
prioritized for action based on a plan for 90-day remediation of high impact risks and 180-day remediation for
moderate risk. The use of a risk register tool will support the long-term sustainability of the organization’s
cybersecurity program.

With the risk assessment process complete the time for “plan execution” begins the “Plan Do Check
Adjust” (PDCA) cycle is a useful model for CISO’s to consider. A team-based approach should also be considered
to help divide the work into different operational units. Organizational support will be facilitated through the use of
the cybersecurity steering committee. Risk mitigation will be managed in terms of a 90-day plan to address the risks
with the highest risk priority number. The Chief Information Officer will serve as the primary executive sponsor to
provide for decision-making and budgetary approvals. A process for continuous improvement will be implemented
for ongoing improvements to include a review of all policies and procedures, service level agreements and
procurement of cybersecurity technologies.

XVI1. COVID BUSINESS CONTINUITY PLANNING

The COVID business continuity planning is strategy federal and civilian agencies are drafting and
implementing to maintain all functional areas operational as the organization is transitioning back to normal
business operations. Organizations are assessing the benefits and drawbacks of BYOD, teleworking, and remote
access solutions. It has been challenging for information security executives to weigh in the new mindsets of
distributed workplaces, and virtual teams’ IT asset and connectivity structures.

The information security challenges presented by the ever-evolving devices and connectivity make
endpoint security the most challenging factor to the organization information security. The Cybersecurity
Infrastructure Security Agency leads the national efforts to defend critical infrastructure against threats of today and
tomorrow [54]. In collaboration with government and civilian entities CISA has several tools and methodologies
that can help organizations increase their cyber security posture such as:

. The CISA continuous diagnostics and mitigation (CDM) Program which has tools such as govCAR ,
DoDCAR where “CAR” stands for Cybersecurity Architecture Review [55]

. TIC 3.0: Trusted Internet Connections 3.0 [56].

. EINSTEIN: which is a system that identifies common baselines of security and help agencies manage their

cyber risk [57].
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. Using Self Assessments such as the Cyber Resilience Review (CRR) from CISA [58].
. Using toolkits and guides such as CISA cybersecurity awareness program toolkit [59]
. Using the CISA Cyber Essentials [54].

The Zero-trust strategy is a central piece in the post COVID cybersecurity mindset [47]-[48]. Especially
where Government agencies are adopting it as an important strategy as stated in the NIST SP 800-207 outlining the
zero-trust architecture NIST suggests [60].

XVIl. CONCLUSION

The COVID-19 pandemic has changed the world in many ways, and the management of security concerns
on corporate networks was one of the first paradigms to shift. The Covid-19 stay-at-home orders resulted in many
employees shifting their traditional form of work in an office environment to a work-from-home, remote
telecommuter model. Almost overnight, the CISOs had seen their network security risk expand significantly beyond
their protected perimeter and move into the homes of each of their employees. which may cause breaches and lead
to fraudulent activities as stated in [61]. the challenge to managers working from home became even more daunting
as implied in [62]. This change resulted in a need to define a new computing paradigm, to redefine Bring Your Own
Device Polices and to provide new end-point protection and virtual private network models. In this new, remote
work paradigm, how would CISOs maintain information technology asset management programs, how would they
secure all endpoints and network connections, how would they assure authentication was valid and how would they
train their end users to be aware of social engineering attacks that may reach them in their homes? Securing devices
was not the only concern that increased but also the ability to provide for the privacy and confidentiality of
information that was once processed in corporate cubicles and was not flowing across employee’s home networks.
In addition, these new challenges caused the role of the CISO to be redefined and organizations demonstrated
significant variation in how the level of authority and scale of responsibility was imparted onto those serving in their
CISO role.

No C-suite role in the history of American business has had such impact on national security as the role of
the Chief Information Security Officer in securing their organization from cyberattack and contributing to the
protection of US national critical infrastructure. The National Institute of Standards and Technology provides the
NIST Cybersecurity Framework, SP800-53 Security and Privacy for Federal Information Systems and Organizations
[63] and the NIST National Initiative for Cybersecurity Education framework or commonly known as “NICE
Framework” [64]. Given the importance of the CISO role in protecting American business and critical
infrastructure, should NIST create a standard that more clearly defines the CISO job duties? Perhaps one of the
lessons learned from the corporate response to the pandemic is the need for a standards organization to more clearly
outline the role and duties of the CISO to support the CISO’s effectiveness in securing the enterprise and critical
infrastructure to align with the Executive order 13636 “Improving Critical Infrastructure Cybersecurity” and the
Framework for Improving Critical Infrastructure Cybersecurity [65].

As we consider these past challenges and look toward the future, it is apparent that privately held
organizations and government institutions must become flexible and change quickly to adapt to new challenges. It
will also follow that the role of the Chief Security Executive will adapt as well with new responsibilities being
defined and a new scope of authority provided to meet emerging challenges.
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